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Abstract 

 
The design of Privacy-Preserving Health 4.0 (PPH 4.0) inherently addresses the challenges associated with 

efficient big data storage and management. To improve data management capabilities in the Healthcare 

4.0/5.0 scenario, we aim to present a novel architecture and deployment strategy involving a time-based 

graph database, integrating the strengths and functionalities of both the time-series database model and the 

graph database model. In our presented approach, InfluxDB©, ®, representing a time-series database 

model, and Neo4j©, ®, demonstrating a graph database model, were conjointly utilized to establish a hybrid 

and effective data management framework in PPH 4.0. With reference to big data scenario, the proposed 

time-based graph database exhibits optimized approach for relationship-intensive queries, achieving 

superior performance as compared to traditional databases. Additionally, the proposed time-based graph 

database in PPH 4.0 offers enhanced flexibility via a dynamic schema that is capable to adapt the evolving 

data models, high-performance ingestion, and querying with time-stamped data, and efficient storage. 

Furthermore, the built-in temporal analysis functionalities may enable comprehensive time-based insights, 

and thereby may facilitate enhanced analytics, and quick data-driven decision-making process. 

Experimental results from the successful deployment of our presented model demonstrate its potential, and 

effectiveness for real-world applications in eHealth scenarios. 

Keywords: eHealth; PPH 4.0 (Privacy Preserving Health 4.0); time-series database; graph database;  

time-based graph database. 

1. Introduction 

The major developments in healthcare services 

and eHealth are primarily due to the integration 

of several advanced technologies that enhance 

service accessibility, efficiency, and quality. At 

present, eHealth facilitates different digital 

services, e.g., remote monitoring, virtual 

consultations, and electronic health record 

management, especially for patients residing in 

remote areas. The primary goal in eHealth is to 

enhance the healthcare outcomes, empower both 

patients and healthcare professionals, and extend 

services beyond traditional clinical settings at a 

reduced cost. Thus, eHealth has been a focus 

among researchers for possible cost effective, 

secured and sustainable improvements [1-3]. On 

the other hand, the shift toward eHealth 5.0 is 

closely linked with the broader industrial 

transformation influenced by Industry 5.0. While 

Industry 4.0 introduced automation and data 

exchange through technologies like Artificial 

Intelligence (AI), Internet of Things (IoT), Cloud 
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Computing, and robotics, Industry 5.0 highlights 

a more human-centered approach. Thus, it 

transforms the existing healthcare system from 

hospital-centric models to personalized, 

intelligent systems that further enhance patient 

engagement, operational sustainability, and 

responsiveness to evolving challenges [1-4]. A 

typical diagram representing the broad 

relationship between Healthcare 4.0 and 

Healthcare 5.0 is presented in the following 

Figure 1. 

From Figure 1, it might be observed that, among 

the core enablers of eHealth, cloud computing 

plays a vital role by offering scalable and cost-

efficient data storage and data processing.  

It facilitates on-demand access to medical records 

and optimizes IT resources. However, its 

deployment in eHealth also introduces possible 

critical challenges such as a lack of data privacy, 

possible mismatch to different regulatory 

compliances, and the security of sensitive 

medical information. To support enhanced data 

security and privacy, among several others, we 

particularly find an interesting design in [2]. In 

[2], we observed the design of a Privacy-

Preserving Health 4.0 (PPH 4.0) that supported 

cost-effectiveness towards enhanced data privacy 

and security by involving an integration 

of Machine Learning (ML) and cellular 

automata (CAs)-based modelling. In the PPH 4.0 

framework, the ML algorithm offered effective 

data-cleaning, and CAs offered 

inherent parallelism and a very large-scale 

integration facility at a low cost with respect to 

its physical implementation and low power 

consumption. The PPH 4.0 framework contained 

five major modules: (i) ML-based approaches for 

data cleaning; (ii) ML-based approaches for data 

dimension reduction; (iii) CAs-

based MapReduce framework to effectively 

process high-volume user data, (iv) CAs-based 

ABE to effectively provide enhanced data 

security, and (v) CAs-based 

lightweight authentication towards authenticated 

access of stored secure data. Further in [3], signal 

encryption at MapReduce with ECAs generated a 

pseudo-random noise signal, and collaborative 

attribute-based access with ECAs was discussed 

for enhanced data security and privacy in  

PPH 4.0. Unfortunately, in [2, 3], no focus on 

secured data storage in a big data scenario was 

observed; big data is characterized by five 

attributes— volume, velocity, variety, veracity, 

and value. Volume measures data size; velocity 

captures the speed of data generation; variety 

encompasses data diversity; veracity assesses 

quality and reliability; and value reflects the 

meaningful insights derived from the data [4].  
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Figure 1 A diagram to represent the broad relationship between Healthcare 4.0 and Healthcare 5.0  

(partially inspired by [1, 3]) 

 

In another attempt to ensure enhanced data 

security and privacy in such scenarios, we 

observed that several researchers have suggested 

that the successful implementation of enhanced 

data security and privacy requires robust 

encryption, secure access control mechanisms, 

and dependable service-level agreements (SLAs) 

[5]. To deal with the high volume of time-

sensitive data, Time series databases (TSDBs) [6] 

were designed to store, manage, and analyze such 

time-stamped data efficiently. We learned that 

TSDBs may allow to resolve fast queries and 

aggregation of continuous data streams [6], and 

further may support high ingestion rates and 

execution of complex queries with low latency 

[7]. As our presented research is greatly inspired 

by the uses of TSDBs, a brief description of 

TSDBs is presented next. 

A time series database typically facilitates 

optimal storage and management for a sequence 

of data points, which typically records data at 

discrete time intervals in chronological order. 

Each data point is assigned with a timestamp 

value, allowing for an information retrieval and 

real-time data analysis. However, working with 

such data is often very crucial, as those data are 

often highly correlated, incomplete, and often 

collected from multiple sources [7-12]. A typical 

diagram representing a time series database is 

presented in the following Figure 2.
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Figure 2 Time series database (partially inspired by [11]) 

 

On the other hand, to handle the complex and 

interconnected healthcare data, graph databases 

(GDBs) (refer to Figure 2) offer an alternative 

approach. GDB represents the data as collection 

of nodes and edges, which directly model all 

relationships between all entities. Although, 

performance benchmarks show that graph 

databases like Neo4j©, ® may significantly 

outperform traditional systems in pattern-

matching and traversal tasks [12-14]. However, 

graph databases also have limitations: e.g., less 

efficiency for aggregation or sorting tasks, 

requirement for specialized query languages, and 

need for a high storage volume due to metadata 

overhead [14]. A typical diagram representing a 

graph database is presented in the following 

Figure 3.

 

 
Figure 3 Time-based graph database (partially inspired by [15]) 
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Background and Motivation 

 

It might be noted that we are deeply influenced 

by the PPH 4.0 design of [2, 3]. From our studies 

of [2, 3], we learned that in modern healthcare, 

real-time action is critical. Time-sensitive data 

like oxygen levels or heart rate patterns must be 

processed instantly to support timely 

intervention. At the same time, health data is 

deeply relational: patients interact with multiple 

doctors, medications, and conditions in complex 

ways. Although we observed several novel data 

security and privacy approaches in Healthcare 

4.0/ Healthcare 5.0 were presented in [2, 3]. 

Unfortunately, the issue of designing an efficient 

database in such a scenario was unanswered. We 

observed that traditional databases in such 

scenarios may struggle to handle both 

dimensions, time and relationships, 

simultaneously. As digital healthcare evolves, 

especially with the rise of eHealth 5.0, neither 

time-series are databases or graph databases 

alone sufficient to meet their full demands. We 

believe that a hybrid approach involving both 

time series and graph databases may offer a more 

robust solution by combining temporal tracking 

with relational mapping. We further believe that 

such a hybrid model will support real-time, 

context-aware decision-making by maintaining 

both time-based data streams and the complex 

connections between healthcare entities. For this 

reason, we find there exists a scope for further 

research that might enhance the design of PPH 

4.0 by providing an effective and secure design of 

database/data storage in Healthcare scenarios. 

 

The major contributions of the presented research 

paper are as follows. 

a) It presents a design and implementation of 

a secure data storage in PPH 4.0. 

b) It presents an advancement in eHealth in 

view of a secure data storage design 

involving the hybrid characteristics of both 

time-based database (i.e., InfluxDB©, ®) 

and graph database (i.e., Neo4j©, ®). 

c) It presents an effective Cloud integration in 

PPH 4.0. 

The rest of the manuscript's architecture is as 

follows. Related works are presented in  

Section 2; the proposed design is presented in 

Section 3; experimental results and analysis are 

presented in Section 4; and conclusion, 

limitation, and future research direction are 

presented in Section 5.  

2. Related works 

The rise of digital technologies in the healthcare 

sector has led to significant research into 

enhancing patient care, data security that ensures 

effective healthcare services are delivered 

efficiently. At present, eHealth provides several 

opportunities, e.g., personalized medicines, 

advanced diagnostics, and patient-centric care, by 

making the use of cutting-edge technologies like 

artificial intelligence, blockchain, big data 

analytics, and robotics. Healthcare 5.0 is typically 

built on several technological advancements of 

the previous stages (i.e., Healthcare 4.0, 

Healthcare 3.0, Healthcare 2.0, and Healthcare 

1.0). The evolution of modern healthcare began 

with traditional personal care, and direct 

interaction with physicians in Healthcare 1.0, 

followed by  

Healthcare 2.0’s digital data management using 

Electronic Health Records (EHRs) and public 

health promotion and preventive care in 

Healthcare 3.0. To enhance diagnosis, 

monitoring, and treatment, Healthcare 4.0 

introduced various technologies, e.g., AI 

(Artificial Intelligence), IoTs (Internet of 

Things), and big data analysis. Healthcare 5.0 is 

built upon the changes caused by emphasizing 

patient-centric care, and individualized care that 

typically depends on social, environmental, and 

behavioural aspects. It facilitates human-centric 

principles of Industry 5.0, which emphasize 
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empathy, sustainability, and human-machine 

collaboration to improve healthcare outcomes 

and delivery [3, 4].  

On the other hand, big data refers to an extremely 

high volume of data that typically may contain 

complex data that cannot be managed easily by 

using traditional data processing tools. By nature, 

data might be structured, semi-structured, 

unstructured, or mixed. Big data is defined by five 

V’s: volume, velocity, variety, veracity, and 

value [16, 17].  

With the integration of healthcare with Cloud 

computing, it became easier to store and manage 

such big data easily, overcoming several issues, 

e.g., synchronization problems, security 

concerns, and storage limitations. The Cloud-

based healthcare storage enhances accessibility, 

cost-effectiveness, reliability, scalability, and 

improves the quality of medical services. 

However, ensuring data availability and security 

is still challenging [18]. To effectively handle big 

data, Graft, is often used, which transforms big 

data into a graph structure to mine co-occurring 

patterns efficiently. Unlike traditional methods, 

Graft uses symbolic representation and Piecewise 

Aggregate Approximation (PAA) to reduce data 

dimensionality while preserving all the temporal 

dependencies [19, 20].  

In a distinct effort, a ttraditional time series 

mining was applied to medical domains, 

including electroencephalography (EEG) for 

event identification [21]. In [21], the time series 

databases were transformed into graph structures 

where series became nodes with similarity-based 

edges. In distinctive other efforts, researchers 

tried to enhance the services of eHealth. Among 

several others, in [22-26], inclusion of several 

technological advancements in eHealth were 

suggested that might led to a long-lasting positive 

impact in eHealth design, along with its 

comprehensive evaluation. Further, in [27-29], 

we observed how the growing emphasis on 

intelligent, connected, and sustainable healthcare 

has paved the way for Healthcare 5.0, a paradigm 

that integrates advanced technologies to create 

smarter, more patient-centric designs for 

healthcare systems. In healthcare, IoT devices 

such as wearable sensors and monitoring systems 

generate vast real-time data streams, 

necessitating scalable, cloud-based infrastructure 

for efficient storage and analysis [30-32]. In [33], 

a novel architecture was presented that reduced 

network congestion and latency, supporting 

timely diagnosis, responsive systems, and 

customized healthcare delivery [34].  

In recent days, we observed several studies [31-

35] that explores advanced data representation 

and analysis techniques across databases, radar 

systems, and healthcare. Bohlen et al. present 

temporal coalescing methods to efficiently 

manage time-based database records. Chen et al. 

introduce a graph-based radar target detection 

framework using Spatial-Temporal Graph 

Fourier Transform for improved accuracy. 

Elkoumikhi et al. review Personal Health 

Knowledge Graphs for personalized healthcare 

and decision support. Tan et al. propose FKG-

MM, a multimodal fuzzy knowledge graph that 

integrates diverse healthcare data and handles 

uncertainty for enhanced clinical reasoning. 

In different other researches, uses of traditional 

time series mining methodology were suggested 

to analyse big data at real time [39-41] to achieve 

real time analysis which was not available in 

graph databases of [19, 20]. 

From our studies, we observed that, graph 

database and time-series database both have 

important characteristics to handle and store big 

data, but we found that none of them are complete 

and efficient enough to handle the real-time big 

data analysis and   easy modelling of relationships 

between entities, simultaneously (refer to the 

brief description of Graph database and time 

series-based database of Section 1). Despite 

several individual advantages for Graph database 

and time series-based database, the integration of 

time series analysis and graph-based modelling in  

eHealth 5.0 remains underexplored that might 
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facilitate both easy modelling of relationships 

between entities, and real-time data analysis in 

view of big data scenario, simultaneously. For 

this reason, we believe that a hybrid approach 

involving such an integration of both time series 

analysis and graph-based representations might 

be more suitable for designing an effective data 

storage for healthcare applications. For this 

reason, we find a scope for our research. 

3. Proposed design 

As already mentioned in the previous section, we 

plan to incorporate both the benefits of a time 

sample-based database and a graph database. For 

said reasons, for a time sampled-based database 

we used the InfluxDB©, ® (available at 

https://www.influxdata.com/, accessed on 

October 30, 2025), and for a graph database we 

used the Neo4j©, ® (available at 

https://neo4j.com/, accessed on October 30, 

2025). From studies, we explored that InfluxDB©, 

® is optimized for storing and querying high-

volume metrics, ideal for IoT and monitoring, 

while Neo4j is built for managing and querying 

highly connected data, such as social networks or 

knowledge graphs. 

InfluxDB©, ®excels at fast ingest and analysis of 

timestamped data using an SQL (structured query 

language)-like query language, whereas Neo4j©, 

®'s strength is in efficiently traversing 

relationships using its cypher query language 

[41].  

A typical flowchart for our proposed approach is 

presented in the following Figure 4.

 

 
Figure 4 A typical flowchart for our proposed approach 
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Figure 5 Proposed architecture for a time-based graph database in PPH 4.0 

(partially inspired by combining [42,43] 

Figure 4 presents the flowchart of our proposed 

approach. The process begins with invoking both 

the InfluxDB©, ® time-sampled database and the 

Neo4j©, ® graph database. These are combined to 

design a customized time-based graph database 

under the PPH 4.0 framework. Data from web or 

mobile applications (mAPP) is then populated 

into this system. After that, the performance of 

the designed database is evaluated. If the 

performance meets the required level for all use 

cases in PPH 4.0, which could be integration, the 

process stops; otherwise, the design is revised 

until satisfactory results are obtained. 

 

Figure 5 represents the proposed architecture of 

the time-based graph database in PPH 4.0. It 

includes several components for data ingestion, 

query handling, and storage. The Ingest_router 

and Query_router manage data input and user 

queries, while the Ingester module stores data in 

the proposed database that connects different 

entities such as events (𝐸𝑖), servers (𝑆𝑖), drivers 

(𝐷𝑖), and models (𝑀𝑖). The Catalog component 

handles metadata and temporary data. The 

Compactor and Garbage Collector ensure the 

database remains efficient by compressing data 

and removing outdated entities. This design 

supports time-based data management and 

improves overall system performance. 
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4. Experimental results and analysis 

To design an enhanced and secure time-based 

graph database schema in PPH 4.0, we presented 

a detailed graph database schema in 3NF (Third 

Normal Form), which is based on the eHealth ER 

(Entity Relationship) diagram (refer to Figure A1 

of Annex) involving a “database forward 

engineering” (i.e., the process of converting an 

ER model to a relational schema) [44]. It might 

be noted that, unlike the well-defined principles 

of designing a RDBMS (Relational Database 

Management Systems), the design rationale for a 

graph database is often found to be less structured 

and ad hoc [44]. Converting a relational model 

into a graph model is conceptually similar to 

transforming it into an ER model. The presence 

of keys in a 1NF (First NF) relational model 

naturally corresponds to the existence of nodes in 

a graph database. Relationships in the graph 

model can be viewed as counterparts to those in 

the relational model, while node properties are 

determined according to 3NF requirements. The 

essence of 3NF can be summarized as: “every 

non-key attribute must depend on the key, the 

whole key, and nothing but the key” [45]. That is 

“each non-key attribute describes the key (i.e., the 

node in the graph) exclusively and completely, 

establishing a unique connection to that node” 

[44]. Mathematical representation for the same is 

as follows. 

Let a relational table be defined as 𝑇 = {(𝑥, 𝑦)} 

and a graph as 𝐺 = {(𝑛, 𝑟) ∣ 𝑛 ∈ 𝑁, 𝑟 ∈ 𝑅}, 

where 𝑁 and 𝑅 represent the sets of nodes and 

relationships, respectively. Assume that xxx is 

the primary key of 𝑇. The 3NF Equivalent Graph 

(3EG) transformation is carried out by applying 

the following four rules: 

 

a) Tuple-to-node mapping: Each tuple 𝑡 ∈

𝑇 is transformed into a node 𝑛 ∈ 𝑁. Each 

node 𝑛 is uniquely identified by its table 

name and primary key: 

𝑖𝑑(𝑛) = {𝑛𝑎𝑚𝑒 (𝑇), 𝑥}. 

b) Foreign key relationships: If 𝑦 is a 

foreign key, a relationship 𝑟 ∈ 𝑅 is 

created between nodes 𝑛 and 𝑚. Here, 

𝑖𝑑(𝑚) = {𝑛𝑎𝑚𝑒(𝑇𝑦), 𝑦}, where 𝑇𝑦 

denotes the table for which 𝑦 is the 

primary key. 

c) Non-key attributes: If 𝑦 is a non-key 

attribute, it becomes a property of the 

node 𝑛 such that 𝑖𝑑(𝑛) = {𝑛𝑎𝑚𝑒(𝑇), 𝑥}. 

d) Composite keys: For any set of keys 

within a tuple 𝑡, each pairwise 

relationship among the keys is 

represented as an edge between the 

corresponding nodes. 

 

The rationale for these rules is as follows: 

• Rule 1 corresponds to the principles 

of 1NF. 

• Rule 3 reflects the 3NF condition that 

each non-key attribute depends on 

“the key, the whole key, and nothing 

but the key” [45]. 

• Rules 2 and 4 stem from the 

foundational definition of RDBMS. 

 

Involving the stated rules, achieved structural 

foundation of the PPH 4.0 healthcare graph 

database is presented in following Figure 6.
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(a) 3-NF form of ERD of Figure A1 

 
 

(b) 3-NF equivalent graph design of Figure A1 

Figure 6 Structural foundation of the PPH 4.0 healthcare database  

Figure 6 (partially inspired by [44]) illustrates the 

structural foundation of the proposed PPH 4.0. 

Figure 6.(a) presents the major entities: e.g., 

Patient, Doctor, Nurse, Laboratory, Pharmacy, 

Clinic, Insurance, Bill Desk, and Hospital 

Administration, and maps their interactions, 

capturing how medical, billing, and insurance 

data flow within an integrated eHealth system. 

Figure 6.(b) represents the transformation of 

relational structure (refer to Figure 6.(a)) into a 
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graph model (Figure 6.(b)), where entities are 

represented as nodes and their connections as 

edges, thereby enabling more rapid, flexible, and 

real-time querying of complex healthcare 

relationships.  

Further, the designed 3NF schema for PPH 4.0 

includes the design of the time-based database as 

suggested in [45-46]. 

The diagram in Figure 7 demonstrates the 

workflow for the proposed hybrid time-based 

graph database model in PPH 4.0. It depicts how 

the system processes input data (representing 

features over time) through a central 

computational Black Box model, which could 

encapsulate machine learning or graph-based 

operations. Simultaneously, metadata or auxiliary 

inputs M are integrated via a node n, combining 

both temporal and relational information streams. 

The output from the model includes the predicted 

values Y and the model-derived estimations YM, 

which are then compared through a loss function 

to assess performance and guide optimization. 

Overall, the figure represents the interaction 

between temporal data processing, metadata 

fusion, and performance evaluation for enhanced 

cloud-integrated data management in the PPH 4.0 

environment.  

A prototype for PPH 4.0 was designed involving 

the proposed database architecture of Figure 5 

and Figure 6. For said design, React.JS, NodeJS 

(Express.js), HTML/CSS/JS were used, 

involving InfluxDB©, ® and Neo4j©, ® to support a 

time-based graph database in a big data scenario. 

Initially, the prototype was designed in a 

standalone system. A few (out of 18) User 

Interfaces of PPH 4.0 are presented in the 

following Figure 8. For such execution, an 12th 

Gen Intel® Core™ i3-1215U (1.20 GHz) 

processing facility with 8 GB RAM was availed.

 

 

Figure 7 Conceptual workflow of a hybrid time-based graph model (partially inspired by [45]) 
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(a) Screenshot for homepage of PPH 4.0 

 

(b) Screenshot for the user login page of PPH 4.0 

Figure 8 Screenshot for the designed user interfaces of PPH 4.0 
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Table 1 Time and space complexities for the User Interfaces in PPH 4.0 

Module Time Complexity Space Complexity 

User Interface Time complexity is effectively constant (i.e., 

𝑂(1)) for individual operations. 

Space complexity is effectively constant 

(𝑂(1)) with overall resource usage 

depending on the size of static assets and 

network conditions. 

 

The time and space complexity measured in [47] 

for the code used to design the user interfaces are 

reported in the following Table 1. 

From Table 1, it is observed that since the 

scenario of the code is static frontend without 

dynamic data processing, both time and space 

complexities are effectively constant (𝑂(1)). 

Using the user interfaces, we collected a sample 

data set to examine the performance of PPH 4.0. 

During the preparation of sample data set, we 

studied the data set freely available at 

“https://www.kaggle.com/datasets/anouskaabhisi

kta/healthcare-management-system”, 

“https://www.kaggle.com/datasets/kanakbaghel/

hospital-management-dataset”, and 

“https://www.kaggle.com/datasets/prasad22/heal

thcare-dataset” accessed on November 08, 2025 

to understand electronic healthcare records 

(EHRs). The sample data is further processed in 

Neo4j©, ® to build the target time-based graph 

database of PPH 4.0. Achieved graph database 

presented in the following Figure 9. For such 

execution, an AMD Ryzen 5 5500U processing 

facility with Radeon Graphics (2.10GHz) with 8 

GB RAM was availed. The time-based graph 

database for PPH 4.0 is presented in the following 

Figure 9.

  

(a) Achieved full graph database of PPH 4.0 in Neo4j©, ® 
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(b) An enlarged view of Figure 9.(a) (partial view) 

Figure 9 Screenshot for achieved graph database of PPH 4.0 

Query results for such time-based graph database is presented in following Table 2. 

Table 2 Query results for time-based graph database 

Query Query processing result Execution time  

(in mili second (ms)) 

All 

pharmacies 

those were 

visited by 

the patients 

to get 

medicine. 

 

3 
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All the 

doctors 

consulted 

by all 

patients. 

 

28 

All medical 

records 

maintained 

by a nurse 

for all 

patients. 

 

24 
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All doctors 

whom a 

patient has 

consulted, 

along with 

their 

specializatio

n. 

 

11 

The medical 

records of a 

given 

patient 

along with 

the 

timestamp. 

 

1 

 

From Table 2, efficiency with reference to query 

processing time might be observed and it is found 

that all queries are consuming very little time (a 

few ms) to generate the result, though the data 

size is typically not small. As no other existing 

model in eHealth was found that involved 

incorporation of time-based graph database, 

further comparison could not be performed. 

5. Conclusion, limitation and future 

research direction 

In the present study, InfluxDB©, ®, and Neo4j©, ®, 

representing graph database and time series-

based database respectively, were integrated to 

establish an efficient framework for big data 

storage and management within the PPH 4.0 



CC BY-NC-ND 4.0 © Brainware University 

Chatterjee, S., et. al. (2026). A design for an enhanced data storage in PPH 4.0 involving a time-based graph database. 

Brainwave: A Multidisciplinary Journal, 7(2), 1416-1437. 

 

1432 
 

environment. Within the broader context of big 

data analytics, the proposed time-oriented graph 

database architecture demonstrates substantial 

advantages by optimizing the execution of 

relationship-intensive queries and achieving 

superior performance relative to conventional 

database models through the direct storage of 

relationships. Moreover, the system exhibits 

improved adaptability involving a dynamic 

schema that accommodates continuous 

evolvement of data model. The proposed 

integration further ensures high-throughput 

ingestion and querying of time-stamped data, 

efficient storage enabled by compression 

mechanisms and specialized algorithms, and the 

inclusion of native functionalities for temporal 

analysis. Collectively, these features contribute to 

improved analytical capabilities, reduced latency 

in data processing, and accelerated, data-driven 

decision-making. 

Please note that it has already been mentioned in 

Section 4 that the prototype was designed in a 

standalone system. In the near future, we plan to 

launch our prototype with Cloud integration and 

collect real-time healthcare big data, and examine 

the performance of PPH 4.0. Further, we plan to 

compare the performance of PPH 4.0 with other 

existing systems, if possible. 
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Annex 

 
Figure A1 An entity-relationship diagram for the proposed database in PPH 4.0  
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From Figure A1, we can infer that the ER diagram 

models the relationships among the core 

healthcare entities: Patient, Doctor, Nurse, 

Laboratory, Insurance, Pharmacy, Bill Desk, 

Clinic, and Hospital admin. The diagram 

illustrates patient medical records 

management.  Each Patient entity includes 

primary attributes such as PatientID, Name, and 

Contact Information. 

The Doctor and Nurse entities possess attributes 

like StaffID, Name, and Department, with both 

entities able to access and update patient medical 

records. The Clinic entity manages patient 

appointments and sends test orders to 

the Laboratory, which processes these tests and 

updates results linked to patients' medical 

histories. A many-to-many relationship exists 

between Patients and Tests, facilitating multiple 

diagnostic procedures per patient. The Bill 

Desk entity handles billing transactions, 

payments, and interacts with Insurance for claims 

processing. The Pharmacy dispenses medicines 

based on prescriptions, connecting both to 

Patients and the billing system. The Hospital 

Admin entity supervises and approves operations 

across entities, maintaining system-wide 

governance. Cardinalities such as one-to-many 

and many-to-many accurately reflect real-world 

relationships—for example, a doctor may attend 

multiple patients, and a patient may receive care 

from multiple doctors or nurses.
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